OCHOBHbIE ONacHOCTU WHTEepHeTa

Monb3oBaTenu MHTEpPHeTa noaBeprarTca LesioMy psagy noteHumanbHbIX yrpo3, 0 KOTOPbIX
yalle BCcero gaxke He nogospeBatoT. KnbepnpecCTynHUKM HeycTaHHO M306peTaroT HOBble
MmeToabl obMaHa WHTepHeT-nosb3oBaTenien. BoT nuWIb HECKONbKO OHAAMH-Yrpos, C
KOTOPbIMU MOXET CTO/IKHYTbCA Ballla CEMbS.

e Kpaxa nepcoHanbHbIX aHHbIX.
e YTeukun gaHHbIX.
e BpenoHocHble NnporpaMMsbl 1 BUPYChI.
e  OULWMHIOBbIE N MOLLEHHNYECKUE INEKTPOHHbIE MUCbMA.
e [loapenbHblie canThl.
e VIHTepHEeT-MOLIEHHNYECTBO.
e MoLwWweHHNYECTBO Ha canTax U B NPUIOXKEHMNAX ANA 3HAKOMCTB.
e HenpunemneMsblin KOHTEHT.
e  Knbepbynnuhr.
e HeBepHble HAaCTPONKKM KOHPMAEHLMANBHOCTN.
OcHoBHble NpaBuia 6e30nacHOro NnoBeaeHns B UHTEPHETE
Y1066l N36€XKaTb 3TUX ONAaCHOCTEN, CieaymnTe HalLMM peKoMeHaumnamMm.
1. Ucnonb3yunTte Hape>XHOe NHTEPHEeT-CoeANHEHMe.

Mbl He pekoMeHAayeM ncnonb3oBaTtb Nyb6nmnyHbie cetn Wi-Fi, oagHako NnoHMMaeM, YTo MHOrAa
3T0 Heunsbe>xHo, ocobeHHO pnOnA Tex, KTo Bcerga B nNyTu. Beixoga B MHTEpHeT
yepes o6LlecTBeHHYO ceTb Wi-Fi, Bbl He KOHTpoONMpyeTe ee 6€30MacHOCTb, @ 3HAYUT, NIErKO
MOXKeTe CTaTb Lenbto ana kmbepnpectynHuka. B aTux cnyuasax pekomMeHayetcsa msberatb
BbIMO/IHEHNA oOMepaunnm C MCMOMb30BaHMEM TMEPCOHAaNbHbIX AAaHHbIX — B YaCTHOCTMW,
MoNb30BaTbCA yCyraMm nHTepHeT-6aHKa 1 coBeplLuaTb MOKYMKM OHMaMH.

2. Ucnonb3ynTte Hage>kHble Naponu.

Maponu — ogHO M3 caMbix cnabbix MecT B cucteme knbepbesonacHocTu. Monb3oBatenu
YyacTo co3aatloT Naponu, KoTopble Nerko 3anoMHUTb. CnegoBaTtenibHO, 310YMbILLEHHUKAM
He cocTaBnAeT TpyAa nogobpartb UX C MOMOLLLIO CrelUuanbHbIx NporpamMmMm. Mcnonb3ys oavH
M TOT XXe Naposib A9 HECKO/bKNUX YUYETHbIX 3anuCen, Bbl MOABEPraeTe CBOW AaHHbIE eLle
60nbLUEMY PUCKY, BEAb, MOMYYMB YUYETHbIE AAHHbIE OT OAHOMO canTa, 3/10YMblLUNEHHUKN
CMOTyYT BOWTU U B ApYyrie Balln akKayHTbl.

BbibunpanTte HagexkHble naponin, KOTopble CoXKHO nogobpate. Hage>kHbi naponb obnagaer

cneayrowinmMm CBOWCTBaMMU:

e [NWHHbBIN: MUHMMYM 12 CUMBONOB, B naearne gaxe 6onblue.
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e CRnOXHbIN: COOEPXWUT 3arnaBHble M CTPOYHble OYyKBbl, a Takxke creuuasnbHble
CUMBO/bI U UUPBI.

e He oueBugHbIN: B Naposie He UCMOMb3YOTCA nocnenoBatesnibHble umndpbl (1234) u
NN4YHaa nHdopMauma, KOTOpPyr Nerko y3Hatb WM HauTU B MHTEPHETe: Ball AeHb
pPOXXAEHMUA, UMA OOMALLHEro >XMBOTHOIO U Tak Aanee.

e Chny4alnHbIl: He COAEPXKMUT 3aNOMUHAIOLLMXCA COYETAHUIN KNaBULL.

B aToM cnyyae Mo)eT 6bITb NO/IE3HBIM UCMO/b30BaHME MeHeaykepa naponen. MeHeaxxepbl
naponewn NoMoraroT co3faBaTb HaAEXXHble Naponu, XpaHUTb UX B LMGPOBOM XpaHUNULLE,
3alULLEHHOM eANHbIM MacTep-nNaposieM, U aBTOMaTUUYECKM NoACTaBNATb UX NPU BXoAe B
y4eTHble 3anmcu.

3. Mo BO3MOXXHOCTU BK/THOUUTE MHOTopaKTOPHYIO ayTeHTUdMnKaumnio.

MHorodakTopHasa ayTeHTUudmnKaumsa — aTo crnocob nNpoeepkn NOA/ANHHOCTU, NMPU KOTOPOM
ONA [ocTyna K yyeTHOM 3anuMcu ncnonb3dyrTca gsa wunm 6onee Mmertoga nNpoBeEpKM.
Hanpumep, BMecTo npocTOro 3anpoca WMeHW NonAb3oBatensa WAM napona npu
MHorodakTopHomn ayTeHTUdUKaLnm 3anpalumBaeTca 4ONOoNHUTeNbHaa MHGopMauua:

e [lononHUTENbHbI OQHOPA30BbIM Mapo/b, KOTOPbIM CepBepPbl ayTeEHTUPMKaLUN BED-
canTa oTNpaBnArT Ha TenePoH UK agpec 31eKTPOHHOM NOYThI.

e OTBeTbl Ha TMYHbIE BONpOChl 6e30MacHOCTU.

e Otnevatok nanbua wnu papyraa 6buoMeTrpuyeckaa wuHPopMauma, HanpuMmep,
ro/i0oCoBble AaHHbIE UM pacno3HaBaHWe Nuua.

MHorogpaktopHasa ayTeHTUdUKaUMA CHUXKAET BEPOATHOCTb ycnexa kubepaTtakm. YtoObl
3alUTUTb  OHNAaWH-akKayHTbl, pPEeKOMEeHAyeTcA MNo BO3MOXHOCTWU  UCMOMb30BaTb
MHOropakTopHyto ayTeHTUPMKauuto. [1na obecneveHna 6€30NacHOCTM B UHTEPHETE MOXXHO
TakXke MPUMEHATb CTOPOHHUE MPUNOXKEHNA MPOBEPKN MOANMHHOCTKU, Takme Kak Google
Authenticator unum Authy.

4. O6HOBNANTE NporpaMMHoe o6ecneyeHne U onepaLuoHHYIO CUCTEMY.

Pa3paboTtumkm noctoaHHO paboTtatoT Hag 6e30nNacHOCTbHO MPOAYKTOB, OTCNEXWBaA
nocnegHue yrpo3bl M BbiNyckas wmcnpabneHua 6e3onacHoOCTM B criyyae o6Hapy>KeHus
yA3BUMOCTEN B NpunoxeHusx. Micnonb3ynTte nocnegHne BepCcuUm ornepaumMoHHbIX CUCTEM U
NPUNoXXeHnn, 4tobbl He NponyckaTb cBexxme o6HoBNeHMA 6e30MNacHOCTU. DTO 0COBEHHO
Ba>XHO ANA MPUIOXKEHUN, coaep>kallmx nnateXHble AaHHble, CBEAEHUSA O COCTOSHUMU
340pOBbA M NPOUYHO KOHOUAEHUMAaNbHY MHGOPMaLMIO NONb30oBaTeNA.

5. Y6epuTtechb B Hage)XHOCTU camTa.

Hape>xHocTb — BaxkHbIW aTpnbyT BCex rnocellaeMbix Be6-canToB, 0COBEHHO TEX, Ha KOTOPbIX
OCYLLIeCTBNAIOTCA TpaH3akumm. B yacTHoCTM, camToB 37EKTPOHHOM KoMMmepuuu. [Mpwu
rnepexode Ha HEM3BECTHbIN CaNT NPOBEpPbLTE, 3aLULLEH NN OH SSL-cepTudukaTtom. Agpeca
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Takux cantoB HaunHarotca ¢ HTTPS Bmecto HTTP (6ykBa S o3HauaeT «6e30nacHbil»), a B
aflpecHon cTpoke oTobpaxkaeTcA 3Ha4yoK 3aMka. [lpyrme npusHakm HageXXHOCTU camnTa
BK/1OYAIOT:

e [pamMMaTMueckm NpaBUbHbIM TekcT 6e3 opdorpadmueckmnx n MNyHKTYyaLMOHHbIX
ownbok. ABTOpUTETHble 6peHabl MpPUKNaabiBatOT 3HAYUTENbHble YCUNUA ANA
obecneyeHuna Haanexkalllero kayecTsa CBoux Be6-canTos.

e KauecTBeHHble n306pakeHns, COOTBETCTBYHOLLME LUMPUHE SKpaHa.
e O6bABNEHUA, OPraHNUYHO BNMCaHHbIE B CTPYKTYPY caliTa U He neperpy>karoLime ero.

e« EpnHoO6pa3Hoe uBeToBOe odopMieHWe U BblaepkaHHaA TeMa. EnBa 3aMeTHble
N3MEHEeHMA LBETOBOW raMMbl /TN CTUNA CTPaHULbI, HA KOTOPYHO Bbl BO3BpaLLaeTecb
nocsne nepexoaa no cchlike, MoryT 6biTb MPU3HAKOM MOLLEHHUYECKOTO cCalTa.

e CornacHo oTpacneBbiM TpeboBaHMAM, BCE OHNAWH-TPaH3aKUMUW MO KPEeaAUTHbIM U
nebetoBbIM KapTaM O0/KHbl MPOXOAUTb Yepeld nnatexkHbi wnw3d nmubo onnata
[omkHa ocyulecTBnatbca depe3 cepBuc PayPal. Ecnm Bam npepnarator
NnepeyncnunTb AeHbrim MHbIM CNOCOB0OM, BEPOSATHO, 3TO MOLLEHHUKMU.

6. [lMpoBepbTe HaCTPOMKM NPUBATHOCTU U O3HAKOMbTECb C MOMUTUKAMMU
KOHPUAEHLNANIBHOCTMU.

MapKeTonoru, Kak n 3/10yMblLLUNEHHUKN, XOTAT 3HaTb 0 Bac Bce. OHM MOryT nony4mTb 3Ty
MHPOPMaALIMIO N3 UCTOPUM MOUCKOBLIX 3aMpOCOB W couuanbHbiX ceTer. Ho Bbl MoXkeTe
KOHTpONMpoBaTb AOCTYyMHy0 UM uHopMaumto. B Beb-6paysepax U  MOOUNbHbIX
onepayumoHHbIX cuctemax npenycMoTpeHbl napamMeTpbl ana obecneveHunsa
KOHbMAEHUManbLHOCTM B MHTepHeTe. Ha canTax couuanbHbIX ceTen, Takmux kak BKoHTakTe,
Facebook, Twitter, Instagram, Linkedln v npoune, npeaycMoTpeHbl nNapamMeTpbl
obecneveHna KOHONAEHUNANbHOCTU, KOTOPbIMU Bbl MOXKETE YyNpaBnAaTb. Mbl pekoMeHAayeM
XopoLueHbKo pa3obpartbca ¢ napaMeTpaMm KOHPUAEHUNANbHOCTU N HAaCTPOUTb YYETHbIe
3anucu Tak, Kak BaM KOMPOpTHO.

MHorme npuHMMaKT YCNOBUA MNOAUTUKN KOHMAaeHUManbHOCTU, He uymtaa. OpgHako
OFPOMHOE KOMMYECTBO [AaHHbIXx obpabaTtbiBaeTcA B MapPKETUHIOBbIX U pPeKNaMHbIX (U
MPecTynHbIX) LEenAx, MNO03TOMYy pPEKOMEeHAYeTCA O3HaAaKOMUTbCA C  MOMUTUKaMMU
KOHOUAEHUMANbHOCTN WUCMOMb3YEMbIX BeO-CAMTOB U  MNPUIOXKEHUXW U TMOHATb, Kak
ocyLuecTBnsaerca c6op 1 aHanu3 aaHHbIX. Ho gaxke ecnu Bbl 3aKpbi/I MOCTOPOHHUM A0CTYIN
K CBOMM AaHHbIM, He criegyeT 3abbiBaTb, UTO 06ecneYvnTb NoMHYH KOHPUAEHUMANbHOCTb B
MHTEPHETE NPaKTUYEeCKM HEBO3MOXKHO. 3/10YMbILLNEHHUKN, aAMUHUCTPATOPbl BE6-CanTOB U
npaBoOXpaHUTENbHbIE OpraHbl MOryT MOMAYYUTb AOCTYN K MHOOPpMAaLUWU, KOTOPYHO Bbl
cuunTaeTe 3aKpPbITON.

7. Cnegunte, N0 KAKUM CCbIZIKaM Bbl nepexoaurte.

OawvH HeOCTOpO)KHbIVI nepexon no cCcbiyike— ” Bawun JMYHble AdaHHble nMnonasanm K
3/10yMbILUNEHHUKAaM NN yCTpOVICTBO 6bin10 3apa>xeHo BpeﬂOHOCHOVI nporpaMMon. |_|03TOMy
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Ba)XHO CMeauTb 3a TeM, MO KakMM CCbiIkaM Bbl nepexoaute, U naberatb onpeneneHHbIX
TUNOB KOHTEHTA: CCbINIOK W3 HEeHaAeXHbIX WMCTOYHUKOB, CMaM-COOOLLUEeHUN, OHNawvH-
BUKTOPWUH, KIUKOEWTHbLIX 3aro/ioBKOB, «BecnnaTHbiX» MNPeanoXeHU U HexxenaTtenbHON
peknamsl.

Npn nony4vyeHnUn aNEKTPOHHOro NMcbMa, B MNOAJNMHHOCTU KOTOPOro Bbl COMHEBaeTeCh, He
nepexogumTte no cogep>kawmmcAa B HEM CCbl/iIkaM U He OTKprBaIZTe B1OXXEHWA.

PekoMeHayeTca BooOLUE He OTKpbiBaTb Takue coobuieHuAa. Ecnn Bbl He yBepeHbl B
NOA/IMHHOCTU 3NEKTPOHHOro nucbMa, obpaTUTECh HEMOCPeACTBEHHO K OTMPaBUTEN!O.
Hanpumep, npu nony4yeHnm nogo3puTenbHOro nMcbMa ssikobbl U3 Ballero 6aHka No3BOHUTE
B 6aHK 1 cnpocuTe, AENCTBUTENbHO M MUCBMO NMPULLIZIO OT HUX.

Mpwn npocMoTpe canta ybeamtech, 4TO Nepexos No CChlIKaM OCYLLLECTBAAETCA Ha CTPaHULbI
CO CBA3aHHbIM UMK OXXMaaeMblM cogep>XMMbIM. Hanpumep, ecnm Bbl NepexoanTe No CChlike
Ha onncaHme cadpapu B Apprke, HO BMECTO 3TOro nonagaeTe Ha KNMKOENTHYHO CTpaHMLy O
TOM, Kak noxyaenu 3HaMeHWTOCTW, UNM Ha CTaTbio C 3arofioBKOM «[ae OHM cendac?»,
HeMe[J/IeHHO MOKUHLTE 3Ty CTPaHMULLY.

8. Y6eputech, UTO BalLUM YCTPOMCTBA 3aLUULLEHDI.

Okono 60% nonb3oBaTenen MCMonb3yT MOOWUMbHbIE YCTPOWCTBa [A/1A COBepLUEeHUA
MoKyrnoK 1 nomcka nHopmaumm B MHTEPHETE ropasao Yalle, YeM KOMMbHOTEPDLI, U Takue
YCTPOMCTBA A0/MKHbI BblTb HAAEXHO 3aliuLeHbl. PekoMeHayeTca MCnonbL3oBaTb Naposnu,
CeKpeTHble Koabl U Apyrne cpeactsa 6e30MacHOCTM, Takme Kak CYMTbIBaHME OTrnevaTkoB
nanbLueB WX TEXHONOrMKO pacno3HaBaHUA /Mua Ha BCeX yCTpoucTBax: TenedoHax,
KOMMblOTepax, NnaHLweTax, YMHbIX Yacax, YMHbIX TE/IEBU30pax 1 APpYyrux yCTponcTeax. OTu
Mepbl 6630MacCHOCTUN CHU3AT BEPOATHOCTb KnbepaTtakm nnum Kpakn BallnX NMNYHbIX JaHHbIX.

9. PerynapHo BbINonHAWTe pe3epBHOE KONMMpPOBaHUe.

CnenyeT MMeTb pe3epBHble KOMUW Ba>XHOW JIMYHOM MHPOPMaLMU Ha BHELLHUX XXECTKUX
ANCKax N PerynapHo co3aaBaTb HOBble pe3epBHble Konun. [porpaMmbl-BbiIMOratenn — a1o

TUN BPEAOHOCHbIX MporpaMMm, 6MO0KMPYHOLLIMX KOMMbKOTEP U HE MO3BOMAKLLMX MONYUUTb
[OCTYN K BaXkKHbIM dparinaM. PezepBHoe KONMpoBaHMe faHHbIX NOMOraeT MUHUMN3NPOBAaTb
HeraTMBHbIE NOCNEACTBUA aTak NporpamMM-BbiMoraTtenen, a cneymanbHoe MO gna 3awmThbl
NOBbLICUT YPOBEHb Ballen 6e3onacHocTU. EcTb 1 apyrve TUnbl BPeAOHOCHbIX NPOrpamM,
KoTopble 610KMPYIOT AOCTYMN K MEPCOHaNbHbIM AaHHbIM, CO34aBan Ype3MepPHYHO Harpy3Ky Ha
CUCTEMY, UM NPOCTO yaanawT ¢pannsl.

10. Ypanute HeuncnosibdyemMbie y4yeTHblie 3annucu.

Y MHOTMX eCTb YUYETHbIE 3aMMNCK, KOTOPbIE AaBHO HE NCNOMb3YHOTCA. VIX Hannumne MoXeT cTaTb
MCTOYHNKOM YA3BMMOCTEN MNPU NCMNOMb30BaHUN MHTePHeTa. CTapblie yYeTHble 3aNMCcK 4acTo
nMmetoT 6onee cnabble Naponm, a canTtbl, Ha KOTOPbIX OHWM MCMNO/Mb30BANNCb, MOTYT UMETb
HeHage>XXHYH MOMUTUKY 3almTbl AaHHbIX. KpoMe Toro, no gaHHbIM B cTapbix npodunax
coumnanbHbIX ceTen KMbepnpecTynHUKM MoryT cobpaTb O BacC pasfiMyHble AaHHble,
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HanpuMmep gaTty poXAeHUsa N MeCTOHaxXoXAeHMe, U UCMNONb30BaTb WX ANA MocneaytoLlen
aTtaku. [MoaToOMy Mbl pEKOMEHAYEM YAanTh CTapble yUeTHbIe 3aMncKu 1 OTNPaBUTb 3aABKY Ha
yAaneHue BallMX AaHHbIX CO CTOPOHHUX CEPBEPOB.

11. byabTe OCTOPOXKHbI C 3arpy3sKkamMu.

Llenb 3n0yMbILLNEHHUKOB — 3acTaBUTb Bac ckayaTb BPEAOHOCHYK MporpamMmy, koTopas
OTKPOET MM [AOCTyn K BalleMy YCTPOWCTBY. BpemoHocHble nporpamMmbl MOryT 6biTb
3aMackupoBaHbl nog ntoboe MO, HauMHas ¢ NONYNAPHbLIX UFP N 3aKaHUNBAs MPUIOXKEHUAMMN
ONs MPOBEpPKU noroabl UM Hanuums npobok Ha gopore. Kpome Toro, oHM MoryTt 6biTb
CKpPbITbl HA CO3A4aHHbIX 3M0yMbILLUNEHHUKaMU Beb-canlTax, KOTopble MbiTakoTCA YCTaHOBUTb
BPEAOHOCHbIE MPOrpaMMmbl Ha Balle YCTPOMCTBO.

BpenoHoCHble NporpaMMbl HAHOCAT yLLep6: HapyLlatoT paboTy yCTPOMNCTBA, KpaayT TNYHbIE
OaHHble, NpeaocTaBNAT HECAHKLMOHMPOBAHHbIA A0CTyNn K KoMnbtoTepy. O6bluHO AnAa
3arpy3Kku BpeoHOCHbIX NporpaMm TpebyeTca pan AeNCTBUIA CO CTOPOHBI MONb30BaTeN A, HO
BCTpeEYaeTca TakKe 3apaxkeHre MNyTEM CKpbITOW 3arpys3ku, kKorga Beb-calT nblTaercs
YCTaHOBWUTb BPEAOHOCHbIE MPOrpamMMbl Ha KOMMNbIOTEP, HE CNpaLlMBasa NpeaBapuTeNbHOro
paspelueHnA. byabre oCTOPOXXHbI MPU Nepexoae Ha HEM3BECTHbLIA CanT U NpU 3arpyske
06BbEKTOB Ha YCTPOWMCTBO, 3arpy>kamte KOHTEHT TO/IbKO U3 HaAEXHbIX AN opuumanbHbIX
MCTOYHMKOB. PerynApHo npoBepanTe nanku 3arpy3ku W HeMeaNleHHO yaanamnTte
Hens3BecTHble dalnnbl— OHM MOMX NOoNacTb Ha Balle YCTPOWCTBO B pe3y/bTaTe CKPbITOM
3arpysku.

12. bByabTe 0CTOPOXKHbI € Ny6nnKaunamu.

B wWHTepHeTe HeT BO3MOXHOCTW YyaaneHua onybnukoBaHHOW WHbopMaumn. Bce
onybnMKoBaHHble KOMMEHTapumM U Kn3obpaxxeHnAa Moryt Haecerga octatbes B Cetu,
NMOCKOMbKY NPV yaaneHUu opurMHana Bbl He yganseTe Konuu, KOTopble MOrMn caenatb
Apyrve nonb3oBaTenu. MNocne nybnvkaumMm KOMMeEHTapuUa y>kKe HET BO3MOXHOCTU «B3STb
cBOW cnoBa 06paTHO», Tak)Ke HEBO3MOXXHO yAannTb onyb1MKoBaHHOE KOMMNPOMETUpytoLLee
nsobpaxeHune. Ecnu Bbl He xoTuUTe, 4TOObI Bawly nNy6nMkKauuio yBUAENWN POAUTENN UMK
noteHUManbHbIM pabotoagaTesib, He CTOUT Ny6IMKOBATL 3TOT Matepuan.

N 6yabTe 0CTOPOXKHbI, NYBANKYA NTNYHYO MHPOPMAaLMIO B UHTEPHETE: HE YKa3biBanTe HOMEP
couuanbHOro CTpaxoBaHusA, agpec M aaty poxaeHusa B npodunsax coumnanbHbix ceten. B
peanbHOWM XXM3HW Bbl Obl HE CTaNM coobLLaTh IMYHbIE AaHHble HE3HAKOMLLAM, U TOYHO TakK XXe
He cneaoyer nybnukoBaTb WX B WHTEPHETe W pgenaTb [AOCTYMHbIMKM  MUNJINOHAaM
rnosnb3oBaTenemn.

Cobntogante 0CTOPOXKHOCTb NPY NpeaocTaBeHNM agpeca aN1eKTPOHHOM noyThl. NMonesHo
MMETb AOMNONMHUTENbHYH BPEMEHHYH YYETHYH 3anmnCb 9N1EeKTPOHHOM MOYTbl, UCNO/b3YEMYHO
UCKNYNTENBHO ANs peructpaumm n noanmcku. OHa Aon>kHa otinydatbesa oT pabouen u ot
MCnonb3yeMon A Nnepenmckn ¢ opy3bamMm n 61M3KUMU.

13. ByabTe OCTOPO>KHbI C OH/TaUH-3HAKOMCTBaMMu.



Baluy MHTepHEeT-3HakoMble He Bceraa sSiBNAKTCS TeMU, 3a Koro cebs BblgatoT. OHU MoryT
[axke He ABMATbCA peanbHbIMU NAbMU. Vicnonb3ya noaaenbHblie NPodunun B colmanbHbIX
CeTAX, 3/T0YMbILLUNEHHUKM OXOTATCA 38 HEOCTOPOXKHBIMW MOMb30BATENAMM C LLE/bO KPayXkn UX
cpencTtB. K coumanbHOM )KM3HN B UHTEPHETE CTOUT OTHOCUTBLCA C TaKOM XKe OCTOPOXXHOCTbIO,
KaK 1 K coLManbHOM >XM3HU B peanbHOM MuUpe. 3To 0cCoBEeHHO BaXKHO B CBA3W C BO3POCLLUM
B rocneaHue roabl KOJIMYecTBOM C/lyYaeB MOLLIEHHUYECTBA B chepe OHManH-3HaKOMCTB.

14. NepenpoBepanTe MHPOpMaLMIO, HANAEHHYIO B UHTEPHETE.

K coxkaneHuto, B MHTEPHETE NPUCYTCTBYET 60/1bLLIOE KOMMYECTBO NOAAENbHBIX HOBOCTEN U
NOXXHbIX CBeAeHMIn. B noToke nonyyaeMon exXegHeBHO MHPOpPMaLMM Nerko notepsatbes.
Ecnn Bbl cOMHeBaeTeCb B A0OCTOBEPHOCTM MNpPOYMUTAHHOM WHPOpMauuKn, nposeguTe
cob6CTBEHHOE MUCCeaOBaHNE M YCTaHOBUTE peanbHble dakTbl. Ha HaaeXXHbix Beb6-canTax,
KaK npaBuio, NpuUBOAATCA CCbI/IKU HA MEPBOUCTOUYHUKN. @ HA NOAO3PUTENbHbIX CTPaHMLaX
BOOOLLE HE NPMBEAEHO HMKAKMX CCbINIOK. Bbl MOXKETE 03HAKOMUTLCA C PEKOMEHALMAMMN MO
BblABNEHUNIO GENKOBbIX HOBOCTEWN 30ECh.

15. Ucnonb3yinTe XopoLunin aHTUBUPYC U perynsapHo o6HoBNANUTe ero.

MomMmMo cobntogeHns pekomMeHgaum no obecneyeHuto 6e30MacHOCTU B MHTEPHETE,
Ba>XHO MCMNOMb30BaTb HaAeXHoe aHTUBMPYCHOe pelleHue. MNporpaMMHoe obecneyeHue
ana 6e30nNacHOCTU B MHTEPHETE 3allulLaeT yCTPOMCTBA U AaHHble U 610KUPYeT He TONbKO
pacnpocTpaHeHHble Yrpo3bl, TakMme Kak BUPYCbl WM BPEOOHOCHblIe MNpPOrpamMmbl, HO WU
KOMMMEKCHble atakm C UCMNO/b30BAHUEM MNPUNOXKEHUN-LUMNOHOB, LUMGPOBANbLLUMKOB U
MeXKcanToBoro ckpuntuHra. Kak M B cnyyae C onepaumMoHHbIMM cuUCTEMaMU U
NPUNOXEHUAMU, aHTUBMPYC HEOBX0AMMO perynapHo 06HOBNATL, YTOObI Mo/yyaTh 3aLUTY
OT HOBeNLLNX Knbepyrpos.

Tpy npaBuna uHTepHeT-6€30NacHOCTU ONA OeTeN

Bonbluaa yacTtb NpaBun 6€30NacHOCTU B UHTEPHETE akTyasibHa Kak A/ B3POC/bIX, Tak 1 ANna
peten. OgHako 06BbACHUTb UX AETAM He Bcerga nerko. [letm Moryt CoBepLUEHHO C/y4vanHo
BblAaTb 3/M10yMbILU/IEHHMKAM MHOPMaUMIO, OTKPbIBAKOLLYH AOCTyN K BallMM CUCTEMaM.
O6byunB neten ocHoBaM 6e30MNacHOCTU B MHTEPHETE, Bbl CMOXKETE 3aLLMTUTb YCTPOMCTBA
Balller CeEMbW OT HENPUATHOCTEN. BOT TpK TEMBI, KOTOpPbIE HY>XHO 06CYaANTb C PEOEHKOM.

LUuoposon cnep,

LUndpoBon cnen, KOTOpbIi OCTaBAAET B WMHTEPHETE KaXkAblv MOMb30BaTe/b, — Ba)KHas
KOHUENuUMA, 0 KOTOpPOW OeTAM Hy>XHO 3HaTb. Pacckaxute pebeHky, kak MHpopMauus,
rnornaeLlas B UHTEPHET, CTAHOBUTCA AOCTYMHOW APYrMM NOMb30BaTENSAM U KakK OHU MOTYT et
BOCMNO/b30BaThCA (Hanpumep, agpecamMm 3NEKTPOHHOW MOYTbl M Ha3BaHMAMU YYETHbIX
3anucen, KoTopble cogepXaT MepcoHasnbHble [AaHHble, MOryT BOCIMO/b30BaTbCH
3noyMbllNeHHnKN). Obcyante aty Temy bonee npegMeTHO: HanpuMep, rnoropopute o6
obMeHe KOHTEHTOM (4epes3 coumarnbHble CETU, UTPOBbIE aKKayHTbl W 3/IEKTPOHHYHO MOoYTY).
YeTko 06bACHNTE, Kakne gaHHble Henb3Aa nybnnkoBaTtb B MHTEpPHeETe (boTorpadum, agpeca,
HoMepa TenedoHOB, NOMTHOE NMA).


https://www.kaspersky.ru/resource-center/preemptive-safety/how-to-identify-fake-news
https://www.kaspersky.ru/resource-center/preemptive-safety/how-to-identify-fake-news

Maponu

HapeXxHbilh naponb— HeoTbeM/ieMasa 4acTb 3aluTbl OT Kubepyrpo3. CamMbin MPOCTOn
cnocob caenatb undppoBon Mup HelonacHee [O/1a Ballen CeEMbU — HayuuTb pebeHka
co3aaBaTtb CNIOXHbIE Naponu (cocToAlmne Kak MUHUMYM 13 12 6ykB, undp 1 cneunanbHbIX
CUMBOJIOB) N HaAeXXHO XpaHuTb ux. C aToM 3amadven NMoMOXeT CrpaBUTbCA MeHeayKep
naposemn, KOTopbih aBTOMaTUYECKM 3aMN0/IHAET YYETHbIE AlaHHble Ha canTax.

O6uieHune ¢ ApyruMm nonb3oBaTenaMu

Paccbinka coobLlieHnn — oauH M3 caMblX MOMyAApHbIX cnocob6oB 06MaHyTb >XEpPTBY B
MHTepHeTe. OTO O4HA M3 Ba)KHEWULLUMX TeM, KOTOPYH HY>KHO obAa3atenbHo obcyautb C
pebeHkoM. MNpexxae Bcero o6bACHUTE, Kak onpeaenunTb, YTo CCbiIKa, 3arpy3ka unm nmcbMo
OT He3HaKoMLa, 3anpaLlnBatoLLLErO INYHbIE AaHHble, ABNAKOTCA ONacHbIMU, N Kak n3bexarb
HenpuATHocTen. bonee noapo6bHo obcyanTe NpU3HaKM GULLMHIOBbLIX aTak U NoaLenbHbIX
Beb-cantoB. Kpome TOro, Ba>kHO Hay4uuTtb pebeHka npasunam obLieHna B MHTepHeTe. B
CeTn, Kak U B peaslbHOM MUpe, Ba>KHO OCTaBaTbCA OCTOPOXHbIMU N BEX/TNBbIMU, YMETb
pacno3HaBaTb TpaB/lO M He BCTynaTb B KOHTAKT C TEMW, KTO MblTaeTcA Bac TPaBWUTb.
Pacckaxxnte pebeHky o kubepbynnmHre n o ToM, Kak octaBaTtbca gobpo>kenatenbHbIM K
cBOoUM cobecegHukam B CeTu.





